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I/T	Security	Landscape	is	Evolving 

•  Artificial Intelligence tools available to the public 
•  Chat-GPT  (Chat Generational Pre-trained Transformer) 
•  Deep-fake video and voice tools! 

•  Pockets of your personal data IS already out there! 

•  E-mail / Instant Messaging / Texts have evolved 
•  Less spelling / grammar mistakes 
•  Malware often personalized to you 

 
•  Both real or fake websites can steal your info  (Facebook, 

TikTok) or serve up malicious ads 
 
•  Individuals are still targeted for money / goods.  

Sometimes if they hold key positions in organizations. 
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What	Can	You	Do	to	Protect	Yourself? 
•  Use a Different Password on Each Website! 

•  Use a Complex Password, no more spring2023 easy ones 

•  Stick with reputable e-commerce sites (like Amazon) 

•  Create a credit card tied to a bank account that you keep 
barely funded and no overdraft protections for web use. 

•  E-mail is free (gmail, hotmail, etc.)  Devote different 
addresses to different purposes.   

•  Don’t click links / buttons.  Go to the web site manually. 

•  Adopt a security posture of “if it is inbound and 
unsolicited, assume it is fake / hostile until proven 
otherwise!”  (email, phone calls, texts, links, etc.) 
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Too weak: 
12345678 
letmein 
Password0 
hellomom 
spring2023 
 
Better: 
Hell0M0m#2315! 
 
(sub o’s with 0’s, etc.) 
 
 
 
Tips: 
 
- Use Pass Phrases! 
 
- Write ‘em down 
 
- Use a password 
  manager 
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Quiz	–	Fake	or	Real? 
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Quiz	–	Fake	or	Real? 
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Quiz	–	Fake	or	Real? 
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Summary 

•  Use a Different Password on Each Website! 

•  Use a Complex Password, no more spring2023 easy ones 

•  Don’t click links / buttons.  Go to the web site manually. 
 
•  Adopt a security posture of “if it is inbound and 

unsolicited, assume it is fake/hostile until proven 
otherwise!”  (email, phone calls, texts, links, etc.) 

•  I.e., don’t let them come to you, you go to them!!!! 

 
 

 


